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(57) ABSTRACT

A label for enabling verification of an object includes a scan-
nable region that enables determination of auto-acquired
unique spatial orientation of the scannable region with
respect to a reference thereby enabling determination of a
spatial orientation of the label with respect to the reference.
The label is applied onto the object and a change in the spatial
orientation of the label indicates tampering of the label,
thereby enabling verification of the object. Further, a method
for detecting tampering of an object includes providing label
on the object. The label has at least a portion which is scan-
nable region with a plurality of patterns and is associated with
an external reference point. Further, the method includes
determining a first and a second spatial orientations of the
label based on computation between the patterns and the
reference point, and generating an alert on noticing a change
between first and second spatial orientations.
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1
LABEL FOR ENABLING VERIFICATION OF
AN OBJECT

CROSS-REFERENCE TO RELATED PATENT
APPLICATIONS

This present application is a continuation under 35 U.S.C.
§120 of U.S. patent application Ser. No. 13/590,871, filed
Aug. 21,2012, now U.S. Pat. No. 8,740,076, which in turn is
a continuation in part under 35 U.S.C. §120 of U.S. patent
application Ser. No. 13/521,733, filed Jul. 11, 2012, which in
turn is a U.S. National Stage Application under 35 U.S.C.
§371 of International Application No. PCT/IB2011/050859,
filed on Mar. 1, 2011, which in turn claims the priority under
35 U.S.C. §119(a) of Indian Provisional Patent Application
No. 625/CHE/2010, filed Mar. 10, 2010. The entire contents
of the foregoing applications are herein incorporated by ref-
erence.

BACKGROUND OF THE INVENTION

The disclosed subject matter generally relates to the field of
object identification labels, and more particularly but not
exclusively, to enable content verification.

SUMMARY OF THE INVENTION

In wvarious industries, objects and consignments are
labelled to track, identify and verify genuineness of said
objects and consignments. However, a plaguing problem
relates to tampering and counterfeiting of such labels, which
leads to substantial losses.

One of the common problems is that a person with mali-
cious intent can remove a label affixed on an object. This label
can be later affixed on a counterfeit object.

Another problem relates to malpractice committed by
insiders who have access to genuine labels. In many sce-
narios, insiders steal genuine labels and facilitate application
of the genuine labels on counterfeit objects.

Yet another problem relates to counterfeiting of labels,
which is relatively easy in light of the currently available
technologies.

The above cited problems, among many others, which can
be referred to as malpractice, lead to substantial losses.
Hence, conventional technologies have tried to address some
of the aforementioned problems.

In one ofthe conventional approaches, labels with invisible
images are affixed to objects. Presence of such images in the
labels makes counterfeiting difficult. However, it has been
found that, even such labels can be successtfully counterfeited
by using currently available technologies. Further disadvan-
tage is that, this approach does not address the problem
related to removal of affixed genuine labels on objects and
thereafter, applying the label on counterfeit objects. Yet
another disadvantage is that, this approach does not address
the problem related to insiders stealing genuine labels and
facilitating application of such genuine labels on counterfeit
objects.

In another conventional approach, labels with random sig-
natures are manufactured by doping resonators within plastic.
A disadvantage associated with this approach is that, it does
not address the problem related to removal of affixed genuine
labels on objects and thereafter, applying the label on coun-
terfeit objects. Yet another disadvantage is that, this approach
does not address the problem related to insiders stealing
genuine labels and facilitating application of such genuine
labels on counterfeit objects.
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Few more conventional technologies, which have similar
disadvantages, include nano-fingerprinting, bubble-tag and
radio frequency identification labels.

In light of the foregoing discussion, there is a need for a
technique to address the problem associated with removal of
genuine labels affixed on objects and applying of such labels
on counterfeit objects. Further, the technique shall address the
problem associated with insiders with access to genuine
labels, who steal genuine labels and facilitate application of
the genuine labels on counterfeit objects. Furthermore, the
technique shall address the problem associated with counter-
feiting of labels, among other problems.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments are illustrated by way of example and not by
way of limitation in the accompanying figures. For simplicity
and clarity of illustration, elements illustrated in the figures
are not necessarily drawn to scale. For example, the dimen-
sions of some elements may be exaggerated relative to other
elements for clarity.

FIG. 1 illustrates a view 001 of the label as viewed by a
naked eye and view 002 of the same label as viewed by a
machine, in accordance with an embodiment;

FIG. 2 illustrates a view of the label as viewed by a naked
eye and view of the same label as viewed by a machine in
accordance with an embodiment;

FIG. 3 illustrates two labels applied to the consignment, as
viewed by naked eye, in accordance with an embodiment;

FIGS. 4a and 4b illustrate images of the consignment taken
by amachine at a first location, in accordance with an embodi-
ment;

FIGS. 54 and 5billustrate images of the consignment taken
by a machine at a second location, in accordance with an
embodiment;

FIGS. 6a and 65 illustrate images of a consignment taken
by a machine at a first location and second location, respec-
tively, in accordance with an embodiment;

FIGS. 7a and 75 illustrate difference between images taken
at different locations, in accordance with an embodiment;

FIGS. 8a and 8b illustrate a first and second reference
images of a consignment comprising five objects, in accor-
dance with an embodiment;

FIG. 9 illustrates a label applied on the opening edge of an
object, in accordance with an embodiment;

FIG. 10 illustrates a label applied to an object that includes
atag which comprises unique identification data correspond-
ing to the object, in accordance with an embodiment;

FIG. 11 illustrates a form of label, in accordance with an
embodiment;

FIG. 12 illustrates captured image of labels applied to
currency bundles that are housed in a currency box, in accor-
dance with an embodiment;

FIG. 13 illustrates x-ray imaging of box padded with ther-
mocol like material block to ensure radio-transparent media
in path of x-ray beam with two circular labels under plastic
strapping, such that, any pilferage requires tampering with
strapping and results in change in spatial orientation of labels
(019) and (020), in accordance with an embodiment;

FIG. 14 illustrates two machine vision system to monitor
top and bottom view and detect intrusion through sides or
edges of a consignment, in accordance with an embodiment;

FIG. 15 illustrates scannable regions with varied dimen-
sions within small range provided on the label, in accordance
with an embodiment;
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FIG. 16a illustrates label used along with elastic strapping
on consignment, wherein the elastic strapping includes pre-
printed scannable reference markings, in accordance with an
embodiment;

FIG. 164 illustrates change III spatial orientation when a
consignment illustrated in FIG. 16a is tampered, in accor-
dance with an embodiment;

FIG. 17 illustrates 3 labels applied to an object, in accor-
dance with an embodiment; and

FIG. 18 illustrates labels used along with known tracking
and anticounterfeit technologies, in accordance with various
embodiments.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

In the following description, numerous specific details
such as implementations, types and interrelationships of sys-
tem components, are set forth in order to provide a more
thorough understanding of the present application. It will be
appreciated, however, by one skilled in the art that the appli-
cation may be practiced without such specific details. Various
low level details which are not directly related to application
or full instruction sequence have not been shown in detail in
order not to obscure the application. Those of ordinary skill in
the art, with the included descriptions, will be able to imple-
ment appropriate functionality without undue experimenta-
tion.

References I1I the specification to “embodiment”, indicate
that the embodiment described may include a particular fea-
ture, structure, or characteristic, but every embodiment may
not necessarily include the particular feature, structure, or
characteristic. Moreover, such phrases are not necessarily
referring to the same embodiment. Further, when a particular
feature, structure, or characteristic is described in connection
with an embodiment, it is submitted that it is within the
knowledge of one skilled in the art to affect such feature,
structure or characteristic in connection with other embodi-
ments whether or not explicitly described.

In this document, the terms “a” or “an” are used, as is
common in patent documents, to include one or more than
one. In this document, the term “or” is used to refer to a
nonexclusive “or,” such that “A or B” includes “A but not B,”
“B but not A and “A and B,” unless otherwise indicated.
Furthermore, all publications, patents, and patent documents
referred to in this document are incorporated by reference
herein in their entirety, as though individually incorporated
by reference. In the event of inconsistent usages between this
document and those documents so incorporated by reference,
the usage in the incorporated reference(s) should be consid-
ered supplementary to that of this document; for irreconcil-
able inconsistencies, the usage in this document controls.

Embodiments disclose techniques for enabling determina-
tion of tampering or counterfeiting of labels, thereby, facili-
tating verification of objects. Objects, for example, may
include, electronic objects, documents, goods and containers
used is packaging and shipping, among other such objects.

In one embodiment, verification of an object is enabled by
applying a label to the object. Spatial orientation of the label
is determined at a first location. Thereafter, at a second loca-
tion, the spatial orientation of the label is again determined.
The spatial orientation of the label determined at the first and
second locations are compared. An existence of difference
determined upon comparison indicates tampering or counter-
feiting of the label, hence, enabling verification of the object.

In an embodiment, the label includes a scannable region.
Counterfeiting or tampering of labels is identified by deter-
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4

mining spatial orientation of the scannable region of the label
with respect to a reference. In an embodiment, the scannable
region can be a radio opaque layer. The radio opaque layer
may be distinctively scannable from rest of label. FIG. 11
illustrates a form of label, in accordance with an embodiment.
In this label, both the label and the scannable region are
circular.

Inan embodiment, the scannable region may be invisible to
a naked eye, while being capable of being scanned by a
machine. FIG. 1 illustrates a view 001 of the label as viewed
by a naked eye and view 002 of the same label as viewed by
a machine. In this embodiment, the scannable region may be
radio opaque.

In another embodiment, the scannable region is made
invisible to naked eye by disposing the scannable region
between layers of the label. Such an arrangement, can be
referred to as sandwiching. The first layer having a first color,
a second layer having a second color and the scannable region
is disposed between the first layer and the second layer. The
scannable region may have a color distinct from the colors of
the first layer and the second layer.

As an example, in an exemplary embodiment, scannable
region is black in color, while the layers between which the
scannable region is sandwiched are of red and blue in color.
Such a combination can make the scannable region visible
under infra-red illumination. Similarly, skilled artisans shall
appreciate that many other color combinations can be
employed to make the scannable region invisible.

It may be noted that, the label may include more than two
layers. Including more than two layers facilitates disguising
the scannable region from naked eye.

In another embodiment, the scannable region may be vis-
ible to a naked eye and also capable of being scanned by a
machine. FIG. 15 illustrates a label, which includes scannable
region visible to naked eye, in accordance with an embodi-
ment. The label illustrated in FIG. 15 includes multiple vis-
ible geometric patterns of similar shape but of varying dimen-
sions within small range. Including such pattern renders it
difficult for a human eye to differentiate between them. How-
ever, machines can be configured to differential between the
patterns and select appropriate pattern(s) to facilitate deter-
mination of spatial orientation of the label. In the example
illustrated by FIG. 15, patterns 021 and 022 are considered for
computing spatial orientation of label. In another form, pat-
terns can be of same or varying size but in different colors and
machine selects certain patterns of specific colors to compute
spatial orientation of label and information about specific
pattern selected is maintained for performing subsequent.

In an embodiment, a label can include scannable region,
wherein some portion of the scannable region is visible to
naked eye, while other portion of the scannable region is
invisible to naked eye.

In an embodiment, label or scannable region within label,
for example, may be delivered by using one or more of print-
ing, punching, layering and optically variable device with
dynamic color shift effect technologies, among other tech-
nologies.

In an embodiment, scannable region, for example, may
include one or more of, geometric shapes, alpha-numeric
character and symbols, among other shapes. The scannable
region shall not be construed to be limited to any specific
shape or dimension.

The label IS configured to be applied to an object that may
require verification. The labels can be applied to the object,
for example, manually or by automatic applicator, or a com-
bination of both.



US 9,122,971 B2

5

The shape of the 1abel may be such that, it makes it difficult
to replicate the orientation. In an embodiment, the label, for
example, can be circular. In case of a circular label, if the label
is removed, it will be difficult to re-apply the same label or
apply a different label in the same orientation as the previ-
ously applied label. In light of the foregoing discussion,
skilled artisans shall appreciate that many other shapes may
be employed for making it difficult to replicate the orienta-
tion. Such shapes shall be within the scope of the claims.

In an embodiment, a method for verifying objects is pro-
vided. The method employs application of the label to the
object. The label when applied auto-acquires unique signa-
tures, each time it is applied and re-applied on the object. The
auto-acquiring of unique signature can mean generating a
unique signature based on the spatial orientation of the scan-
nable region of the label with respect to areference associated
with the object. Further, the label will auto-lose its unique
signature, when removed from the object and thus cannot be
scanned in isolation. Auto-loosing of unique signature could
mean, even when the same label is reapplied or replaced by a
different label, the previously auto-acquired unique signature
cannot be replicated. The replication may not be possible, as
the orientation of the scannable region of the reapplied label
would be different from the orientation of the scannable
region, when applied initially.

It shall be noted that, the scannable region may be illus-
trated as straight line, triangles or circles, but is not limited to
shapes that are illustrated, as the same can be manufactured in
different shapes. The methodology of application of labels to
(inside or outside) the objects may depend on customized
requirements of specific deployments.

In an embodiment, X-ray and computed tomography tech-
nologies can be applied to determine spatial orientation of the
scannable region with respect to a reference. It shall be noted
that, alternative technologies may also be leveraged, within
the scope of the claims, to determine the same.

In an embodiment, more than one label can be applied to
the object. Each of the labels can act as the reference to the
other. It may be noted that, using multiple labels can generate
substantial number of unique combination at a given preci-
sion of spatial orientation measurement. FIG. 17 illustrates 3
labels applied to an object, in accordance with an embodi-
ment. Considering 0.05 degree precision of spatial orienta-
tion measurement, three adjacent label arrangement gener-
ates more than 300 billion unique combinations.

In an embodiment, two concentric labels can be used,
wherein one of the labels has scannable region for which
spatial orientation is computed with respect to the other label,
which has a reference point or reference axis.

In an embodiment, a distinctively recognisable portion of
the object, such as an opening edge or corner of the object, is
considered as the reference for determining the spatial orien-
tation of the label. FIG. 9 illustrates a label applied on the
opening edge of an object, in accordance with an embodi-
ment. In FIG. 9, scannable region 016 is of triangular shape.
The scannable region in this embodiment is made invisible to
a naked eye, wherein the scannable region is imprinted on
layer 015 of the label, which is not exposed to the outer world.
The label is applied to the opening edge 014 of the object. The
spatial orientation is computed with respect to the opening
edge 014.

In an embodiment, an unique signature can be generated by
using spatial orientation of the label and unique identification
data associated with the object on which the label is applied.

FIG. 10 illustrates a label applied to an object that includes
atag which comprises unique identification data correspond-
ing to the object, in accordance with an embodiment. Spatial
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orientation of the label is computed by measuring angle and
distance of the scannable region 014A and 014B with respect
to the reference 014C. The reference in this case is provided
on the tag. In an embodiment, spatial orientation is computed
at a location and the same may be stored in a database in
association with the unique identification data. Subsequently,
spatial orientation is again computed at a second location and
is compared with data in the database, wherein the unique
identification data is used as a reference to lookup data in the
database.

Some of the embodiments enable imaging of the label in a
direction agnostic manner, thereby eliminating the need to
orient the item to be imaged, imaging device or label in a
specific direction.

In an embodiment, the measured spatial orientation of the
label is converted and encrypted to human readable string and
uploaded on a monitoring portal tagged with unique identifi-
cation data, date and time of scan. During uploading of cre-
dential, it is recommended that a secured network is used and
scanner authenticates itself by way of digital certificate to the
monitoring portal.

In one embodiment, 360 degree verification of content
using single scan is provided. In this embodiment, the object
can be strapped using an elastic band. FIG. 16a illustrates an
object being strapped using an elastic band, in accordance
with an embodiment. The elastic band has pre-printed scan-
nable reference markings. These reference markings along
with spatial orientation of label forms 360 degree tamper
detection credential as shown in FIG. 165, to detect repack-
aging of box after intrusion from one or more sides or edges
of the object. In an exemplary embodiment, the elastic band
may be colored deep red with scannable reference markings
in black and laminated by deep blue color semi transparent
tape. Other color combinations are understood by those
skilled in the art.

In an embodiment, 360 degree verification of content is
provided without using elastic band. In this embodiment, the
consignment can be of trapezoidal shape. Two machine vision
system in one single scan can monitor top and bottom view to
detect any cut and hence any intrusion through sides or edges
as shown in FIG. 14. Further if two machine vision systems
are not to be used, then one single machine vision system can
monitor one side on which label is applied, and another sides
of'the trapezoidal consignment are scanned in its mirror view,
provided box is stationed on platform with capability to
project mirror view of one side to machine vision system.

In one embodiment, to provide enhanced security, the label
can be punched. The label may be punched in an area other
than the scannable region. The label may be punched prior to
application on the object. This increase the security against
tampering. The increased security is due to the fact that, even
if a person replicates spatial orientation of the label, it may be
hard to replicate the exact punch location in the label.

In an embodiment, multiple scannable regions with varied
dimensions within narrow range are provided on the label.
Such scannable regions with varied dimensions increase the
level of security against tampering even without invisible
patterns. Embedded software is provided in machine vision
system to select one or more scannable regions of specific
dimension to compute angle and distance with respect to a
reference. It may be noted that an intruder would not know
which of the scannable regions are selected to compute,
thereby enhancing security against tampering. In an embodi-
ment, while uploading credentials, this additional data is also
recorded for use in subsequent authentication for tamper-
detection. FIG. 15 illustrates scannable regions with varied
dimensions within narrow range provided on the label, in
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accordance with an embodiment. Provision of such scannable
regions makes it illusionary to human eye, thereby enhancing
security. Scanners can detect target scannable regions 021
and 022, and can measure precise dimensions, considered for
computing spatial orientation of label. Such enhancements
make labels extremely secured from any insider threat.

In an embodiment, label is unified with tracking technolo-
gies. Example of tracking technologies includes radio fre-
quency identification tag, magnetic stripe tag, barcode and
QR-code, among others. Unifying label with tracking tech-
nologies enable verification of tampering or counterfeiting of
such technologies, based on spatial orientation. FIG. 18 illus-
trates labels used along with known tracking and anticounter-
feit technologies, in accordance with various embodiments.

In an embodiment, a method of verifying content in a
consignment is provided. The method includes associating a
unique identification tag for a consignment, wherein the con-
signment houses multiple objects. At least one label is applied
to each object housed in the consignment. At a first location,
at least one image of the consignment is captured. The image
may be captured based on multiple predetermined parameters
selected with respect to the unique identification tag. Subse-
quently, at a second location, at least one image of the con-
signment is again captured based on multiple predetermined
parameters selected with respect to the unique identification
tag. The images captured at the two locations are used to
determine a relative spatial orientation index. The relative
spatial orientation index being representative ofthe collective
spatial orientation of each of the objects in the consignment;
and generating an alert upon detecting the difference in spa-
tial orientation between the two images.

FIG. 1 illustrates a view 001 of the label as viewed by a
naked eye and view 002 of the same label as viewed by a
machine. Similarly, FIG. 2 illustrates a view of the label as
viewed by a naked eye and view of the same label as viewed
by a machine. Comparison between the two figures shows
that the label has been tampered, as can be seen in machine
view, while the location of the label appears to be the same to
a naked eye.

In another example, FIGS. 3, 4a, 4b, 5a, 5b illustrate veri-
fication of objects within a consignment. FIG. 3 illustrates
two labels applied to the consignment, as viewed by naked
eye. It shall be noted that, apart from applying labels to the
consignment, a label is applied to each object housed in the
consignment. FIGS. 4a and 4b illustrate images of the con-
signment taken by a machine at a first location. It shall be
noted that the images illustrated are those of the scannable
regions of the labels applied to the objects. For sake of sim-
plicity, the images of the scannable regions of the labels
applied to the consignment are not illustrated in FIGS. 4q, 45,
5a and 5b. FIGS. 5a and 5b illustrate images of the consign-
ment taken by a machine at a second location. Comparison
between images captured at the two locations indicates a
missing object. Hence, it may be noted that, apart from detect-
ing tampering or counterfeiting of labels, the labels can also
be used for counting the objects.

Another example is illustrated using FIGS. 6a and 65. F1G.
6a illustrates an image of the consignment taken by a machine
at a first location. Similarly, 64 illustrates an image of the
consignment taken by a machine at a second location. The
consignment houses multiple objects with a label attached to
each object. Comparison between the images captured at both
the locations indicates change in orientation of one of the
labels, thereby indicating tampering.

In an embodiment, labels may be applied to currency
bundles to check tampering. FIG. 12 illustrates captured
image of'labels applied to currency bundles that are housed in
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a currency box, in accordance with an embodiment. To a
naked eye, all labels applied to the bundles appear to be the
same. However, upon application, orientation of the scan-
nable region of the labels is determined. Even if same label is
re-applied at the same location on the bundle, the spatial
orientation of the label (scannable region) will not be the
same. Hence, tampering can be detected.

In an exemplary embodiment, the labels may be circular in
shape. The diameter of the label may be greater than the
diameter of the scannable region. These labels may be applied
on the objects at a designated place. The image of the label
that is closest to the imaging capture device (for example flat
panel detector in X-ray machine) will be larger. The variation
in the size of the images of the labels indicates the variation in
the number of the items.

FIGS. 7a and 75 illustrate difference between images taken
at different locations, in accordance with an embodiment.
FIG. 7a illustrates an image taken at a first location. In this
embodiment, a label is applied to each of the objects at a
predefined location on the object. Subsequently, the objects
are stacked in rows and columns within a consignment. Fur-
ther, an image of the consignment is captured, preferable
from top view. The image of the labels facing the imaging
device is captured. It shall be noted that size of each label
within the image depends on the distance of the label from the
imaging device. To detect tampering, an image of the con-
signment is captured at a second location. This image is
illustrated in FIG. 7b. As seen in the figures, there is a differ-
ence in size of the label (compare 010 and all) captured at
different locations. This difference is a result of one or more
objects missing from the consignment, because of which, a
label facing the imaging device is moved further down.

The above embodiment, may use a flat panel detector x-ray
imaging machine. Further, the above embodiment may be
suitable when all items within the consignment are of stan-
dard size and shape.

In an embodiment, more than one label can be applied on
each item to effectively rule out possibility of exact overlap-
ping of the images, by combining mathematical probability
with multiple labels.

In an embodiment, a method of acquiring the reference
images comprises acquiring a first reference image using a
first set of predetermined parameters and acquiring a second
reference image using a second set of predetermined param-
eters. The predetermined parameters may include angle and
location of an imaging device with respect to the object
tagged with label.

Further, the test images are acquired using the same set of
predetermined parameters that are used for acquiring refer-
ence images. Therefore, the method of acquiring the test
images comprises acquiring a first test image using the first
set of predetermined parameters and acquiring a second test
image using the second set of predetermined parameters.

One or more reference Images are acquired at a first posi-
tion of the consignment. Multiple reference images can be
taken from multiple sides of the consignment, such that,
overlapped orientation (FIG. 4a) and individual orientation
(FIG. 4b) are received. The reference image shows over-
lapped imaging of randomly orientated radio-opaque layers
from different labels associated with multiple objects stacked
in the consignment. Reference image indexed with unique-1D
of the consignment is sent to central server for storage or
further processing.

During reference imaging, each consignment is tagged
with a randomly generated unique identification data which is
applied on the consignment, preferably, on the same side on
which the reference image has been taken. Unique reference
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image of each consignment is digitally signed and during
comparison, reference image is fetched indexed with unique-
1d of consignment. Subsequent, imaging may be taken from
same side on which the reference image was taken. For added
protection of network channel fetching reference image can
be crypto-protected using known protocols like IPSEC (IP
Security/SSL (Secured Socket Layer).

The method further comprises obtaining at least one image
capturing parameter associated with each of the reference and
the test image, the image capturing parameter being associ-
ated with acquisition environment of the image. The image
capturing parameter comprises one of the predetermined
parameter, a location and at least one temporal parameter
associated with image acquisition.

Subsequent to obtaining the image capturing parameter,
the method comprises associating the relative spatial orien-
tation index with the unique identification tag and the image
capturing parameter for generating an image data and trans-
mitting the image data to a monitoring unit. The monitoring
unit may comprise one of a web server, a storage unit and a
computational unit.

In an embodiment, each of the reference image and the test
image may be normalized prior to comparison. For this pur-
pose, each of the reference image and the test image can be
subtracted with image of standard empty consignments prior
to being compared, as wooden or corrugated packaging may
include metallic parts such as nails that are radio opaque as
well.

Image normalization further includes neutralizing the
effects caused by varied (horizontal and vertical) motions of
the objects within the consignment during transit. Full image
of consignment is cropped in multiple portions length-wise
and height-wise wherein, each cropped portion represents
items stacked depth-wise. Horizontal movement detection is
done by subtracting of cropped portion from respective
cropped portion from reference image and second subtraction
of cropped portion from reference image from respective
cropped portion from the test image. After these two subtrac-
tions image can be verified for a horizontal shift. Horizontal
shift of objects within box, is normal in transit and still spatial
orientation of imaging of pattern with respect to vertical axis
does not get changed and objects can be counted and their
originality attested as well.

In one specific application, the content verification method
can be employed to count the items inside a consignment
without opening the consignment. In this embodiment, each
of'the labels applied to various items within the consignment
may comprise identical layering of radio-opaque material but
spatial orientation of internal identical layering in each of
label differs and auto-acquired during application.

In an alternate embodiment, each of the reference image
and the test image may count the number of images created by
the radio opaque materials in each consignment. However, to
rule out the possibility of significant overlap of the images
created by the radio opaque materials of the multiple labels,
multiple reference images can be obtained with different set
of image capturing parameters.

In one exemplary embodiment, the image capturing
parameters can be varied by varying the angle of image cap-
ture. Accordingly, the count conflict (deficiency due to exact
overlap of patterns in direction of X-ray beam) can be
resolved by employing angular x-ray which is achieved by
rotating the consignment at a prescribed angle on the con-
veyor belt of x-ray machine. In angular x-ray hidden pattern
gets exposed.

With reference to FI1G. 8a and 85, considering there are five
items stacked depth-wise, FIG. 8a (012) shows images of
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only four labels as one pattern is hidden due to overlap.
Subsequent to the rotation of the consignment the fifth label
gets exposed (013) in angular x-ray, as shown in diagram 854.
It is shown that an area of 1 inchx1 inch is cropped from full
consignment imaging, which represents imaging of five items
stack depth-wise at given row and column. In angular x-ray an
elongated area 1 inchx1.5 inch is cropped, wherein hidden
pattern ‘E’ is exposed and this information is digitally
recorded during reference image itself and can be verified
with the test image.

In another embodiment, count of partially overlapped cir-
cular pattern in x-ray imaging is described. This method is
only applicable to circular patterns that are partially over-
lapped. This method exploits the fact that as circle is traversed
along its circumference, then aggregated value of absolute
difference (whether positive or negative) of both x-coordinate
and y-coordinate between two equidistant points on circum-
ference remains same. If two or more circles are partially
overlapping then the periphery will not be geometrically cir-
cular and in that case aggregated value of absolute difference
of x-coordinate and y-coordinate will not remain same for
same distance parsed along the edge of overlapped pattern.
Each time the aggregated value of absolute differences in
x-coordinate and y-coordinate changes, the count of over-
lapped pattern is increased, and this traversal continues till
original start point on periphery of pattern is reached.

In alternate embodiment of content verification, full box
can be strapped and labels placed under tight strapping. For
any intrusion to be made, the strapping will be cut and spatial
orientation of labels (019) and (020) will get changed as
shown in FIG. 13. If box contains metallic items then labels
can be placed along with radio transparent material block,
such as, thermocol, in the direction of X-ray beam to get
imaging of spatial orientation.

One theoretical threat applicable to both embodiments
described, is that insider can use same imaging device to
acquire the imaging of invisible patterns in one embodiment
OR radio-opaque pattern in another embodiment to replicate
the credential. This particular threat can be taken care by
reference imaging to be acquired by imaging device by vary-
ing heights (or distance from object), heuristically, such that,
while spatial orientation remains same, distance and dimen-
sions of geometric pattern will get changed. This additional
data of height (or distance) will also be uploaded and indexed
in database with unique identification number of object. Dur-
ing every subsequent scanning, imaging device will auto-
adjust its height (or distance from object) to acquire imaging.
Insider has no idea that reference image was taken from what
height (or distance from object) and thus he will not be able to
replicate by just taking the imaging even after having access
to identical imaging device.

In embodiment of tamper detection, if label is used to seal
opening edge of box it can so happen that intrusion is done by
doing a centre line cut without disturbing the spatial orienta-
tion. Though line cut is detected by scanner by sometime fine
line cut in bad lighting condition may not be detected. In such
cases a thin metallic (or any hard material) thin disc is first
applied symmetrically along the opening edge and then the
label (which is bigger diameter than disc) is applied on top. As
result any centre line cut will have to cut-through the disc and
this will either make line-cut very evident OR damage the
label itself and thus intrusion is detected.

The advantages of the embodiments described above
include 360 degree accountability, verifiability and audit-
ability for users, auto-acquisition of credential exactly at time
of application, inability to scan in isolation prevents decou-
pling the label from the associated item and thereby avoiding
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generation of false impression of asset integrity. Further, the
labels described herein can be associated with information
tags such as barcode and RFID that can be printed (or inte-
grated) on labels that facilitates tracking of the associated
item. The methods of tamper detection and content verifica-
tion described herein provide tangible evidence and hence are
legally admissible.

In an embodiment, a system that can include one or more
elements discussed in the foregoing description is provided to
enable verification of objects or consignments. A person
skilled in the art can understand the configuration of the
system in light of the foregoing description.

In various embodiments, a label, method and system for
verifying objects are described. However, the embodiments
are not limited and may be implemented in connection with
different applications. The application can be extended to
other areas, for example authenticating methods. The
embodiments provide a broad concept of using a label that
auto acquires its credentials at the time of application, which
can be adapted in a similar verification system. The design
can be carried further and implemented in various forms and
specifications.

This written description uses examples to describe the
subject matter herein, including the best mode, and also to
enable any person skilled in the art to make and use the subject
matter. The patentable scope of the subject matter is defined
by the claims, and may include other examples that occur to
those skilled in the art. Such other examples are intended to be
within the scope of the claims if they have structural elements
that do not differ from the literal language of the claims, or if
they include equivalent structural elements with insubstantial
differences from the literal language of the claims.

What is claimed is:

1. A system to enable verification of an object, the system
comprising:

a security label comprising:

a scannable region configured to enable determination
of a spatial orientation of the scannable region with
respect to a reference point external to the security
label, wherein the security label comprises multiple
layers, and wherein the scannable region is at a layer
disposed between a first layer of the security label and
a second layer of the security label;

wherein a change in the spatial orientation indicates
tampering of the security label.

2. The system of claim 1, wherein each layer of the multiple
layers of the security label comprises a different color.

3. The system of claim 1, wherein the security label com-
prises multiple scannable regions with varied dimensions.

4. The system of claim 1, wherein a first portion of the
scannable region is covered and a second portion is exposed.

5. The system of claim 1, wherein the scannable region
comprises a radio opaque layer.

6. The system of claim 1, wherein the scannable region
comprises a plurality of imprinted patterns.

7. The system of claim 6, wherein the plurality of imprinted
patterns comprises a pattern of interest, wherein the pattern of
interest is visually indistinguishable from the other imprinted
patterns.

8. The system of claim 6, wherein the imprinted patterns
vary in at least one dimension.

9. The system of claim 8, wherein a difference in dimen-
sion between any two imprinted patterns is at most about 0.5
cm.

10. The system of claim 6, wherein at least two of the
plurality of imprinted patterns are different colors.
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11. The system of claim 1, wherein the security label is
associated with at least one of a barcode, qrcode, alphanu-
meric code or RFID.

12. The system of claim 1, wherein the security label com-
prises multiple scannable regions and appears symmetrical
on a surface where it is applied and thereby the spatial orien-
tation is hidden during a first application.

13. The system of claim 1, further comprising a hard mate-
rial disc having a diameter smaller than the security label and
affixed to a surface below the security label, wherein the
security label and the hard material disc are affixed to the
surface to seal an opening edge of the surface, wherein the
hard material disc is configured to enable detection of any
intrusion by a center line cut along the opening edge of the
surface without alteration of the spatial orientation of the
scannable region on the security label.

14. The system of claim 1, further comprising an optically
variable device with dynamic color shift effect, wherein the
optically variable device enables a scanner to differentiate
from a print replica of the security label.

15. The system of claim 1, wherein the security label fur-
ther comprises an elastic strap configured with scannable
reference markings, wherein the elastic strap and the refer-
ence markings are in different colors.

16. The system of claim 15, wherein the reference mark-
ings are laminated with a semi-transparent tape; and wherein
the reference markings and the semi-transparent tape are
different colors.

17. A method to enable verification, the method compris-
ing:

affixing a security label on an object, wherein the security

label comprises a pattern;

scanning the security label to obtain a reference spatial

orientation, wherein the reference spatial orientation is
based on a spatial relationship between the pattern and a
reference point external to the security label, wherein the
security label comprises multiple layers, and wherein
the pattern is at a layer disposed between a first layer of
the security label and a second layer of the security label,
wherein the scanning the security label comprises deter-
mining an angle of pattern with respect to the reference
point and determining a distance of the pattern with
respect to the reference point to determine the reference
spatial orientation; and

storing the reference spatial orientation.

18. The method of claim 17, wherein scanning the security
label to obtain the reference spatial orientation includes deter-
mining the reference spatial orientation with an X-ray.

19. The method of claim 17, wherein the security label
comprises multiple patterns and appears symmetrical on a
surface where it is applied and thereby hiding the reference
spatial orientation during a first application.

20. The method of claim 17, further comprising affixing a
hard material disc having a diameter smaller than the security
label below the security label, wherein the security label and
the hard material disc are affixed to the object to seal an
opening edge, wherein the hard material disc is configured to
enable detection of any intrusion by a center line cut along the
opening edge of the object without altering the reference
spatial orientation of the pattern on the security label.

21. The method of claim 17, further comprising scanning a
set of multiple adjacent labels and combining mathematical
probability of the spatial orientation of each of the labels.

22. A method to enable verification of an object with a
security label, wherein the security label comprises a pattern,
the method comprising:
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scanning the security label to obtain a field spatial orienta-
tion of the pattern, wherein the field spatial orientation is
based on a spatial relationship between the pattern and a
reference point external to the security label, wherein the
security label comprises multiple layers, and wherein
the pattern is at a layer disposed between a first layer of
the security label and a second layer of the security label,
wherein the scanning the security label comprises deter-
mining an angle of pattern with respect to the reference
point and determining a distance of the pattern with
respect to the reference point to determine the reference
spatial orientation;

comparing the field spatial orientation of the pattern to a

reference spatial orientation, wherein the reference spa-
tial orientation is based on a computation between the
pattern with respect to the reference point external to the
security label; and

verifying the object based on the comparison.

23. The method of claim 22, wherein verifying the object
comprises determining that the object is tampered when the
reference spatial orientation and the field spatial orientation
are different.

24. A method to enable verification of an object, the
method comprising:

affixing a security label on the object, wherein the security

label comprises a pattern;

scanning the security label to obtain a first spatial orienta-

tion, wherein the first spatial orientation is based on a
spatial relationship between the pattern and a reference
point on the object external to the security label;
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determining a second spatial orientation, wherein the sec-
ond spatial orientation is based on a spatial relationship
that involves the reference point on the object external to
the security label;

verifying the object in response to an image match between

the first and second spatial orientations; and

failing verification of the object in response to an image

mismatch between the first and second spatial orienta-
tions, the image mismatch being due to a removal of the
security label from the object, reorientation of the secu-
rity label on the object, or replacement of the security
label on the object with another security label.

25. The method of claim 24, wherein affixing the security
label on the object includes affixing the security label on
packaging of the object.

26. The method of claim 24, wherein affixing the security
label on the object includes affixing a security label that
comprises multiple layers, wherein the pattern is at a layer
disposed between a first layer of the security label and a
second layer of the security label.

27. The method of claim 24, further comprising affixing a
hard material disc having a surface area smaller than the
security label below the security label, wherein the security
label and the hard material disc are affixed to the object to seal
an opening edge, wherein the hard material disc is configured
to enable detection of any intrusion by a cut along the opening
edge of the object without altering the first spatial orientation
of the pattern on the security label.
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